LeiningerCPA, Ltd.
INTERNAL AUDIT AND CONTROL POLICY STATEMENT

This policy statement provides an overview of the internal audit and control process and defines the broad
responsibilities for overseeing these activities. Separate internal audit and internal control procedure
statements provide further guidance for implementing these policies.
Summary of Overall Responsibilities and Objectives
Oversee Corporate Governance, Internal Audit and Control Activities
Senior management and the directors are responsible for ensuring:


The bank’s corporate governance process is supportive of a strong risk management culture (referred
to as “inherent risk”).



The system of internal control operates effectively (“control risk”).



An effective internal audit function is in place (“audit or detection risk”).

These overall responsibilities cannot be delegated to anyone else. They may, however, delegate the design,
implementation and monitoring of specific internal controls to management, and the testing and assessment
of internal controls to others, including outside vendors.
Management is responsible for ensuring the effectiveness of internal control. Management self-assessments
and on-going monitoring are an important first layer in ensuring the effectiveness of controls, but they are
not impartial. Therefore, an important element in assessing the effectiveness of the internal control system
is an internal audit function.
Internal Audit Objectives
The overall objective of the internal audit function is to independently and objectively evaluate and report
on the effectiveness of the bank’s risk management, internal control, and governance processes, and the
quality of performance in carrying out assigned responsibilities. This objective includes promoting effective
control at reasonable cost.
When properly structured and conducted, internal audit provides vital information about weaknesses in the
internal control system so that management can take prompt, remedial action.
Audit Committee and Internal Audit Manager Appointment
The Board shall consider appointing an Audit Committee, [consisting entirely of, or of a majority of, outside
directors who are independent of management of the bank] to oversee the audit and examination functions
performed by the bank’s internal and external auditors, and regulators.
[Or, state that these responsibilities will be fulfilled by the entire Board.]
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The directors shall also assign responsibility for the internal audit function to a member of management
who understands the function (the “internal audit manager”). The responsibilities of the Internal Audit
Manager are described in the Internal Audit Procedure Statement.
Role of the Board
Annual Approval of External Audit Involvement
To help ensure accurate and reliable financial reporting, the directors shall maintain an effective external auditing
program. The external auditing program is an important component of the bank’s overall risk management
process, and compliments the internal auditing function by providing an independent and objective view.
1. Approve the appropriate extent of external audit activities – The audit committee or board is
responsible: A) for identifying at least annually the risk areas of the bank’s activities and assessing the
extent of external auditing involvement needed over each area, and B) then determining what type of
external auditing program will best meet the bank’s needs.


The directors should take into consideration the most cost-effective manner to ensure sufficient
internal and/or external audit coverage of the bank's high risk areas and any other areas of
potential concern, including such areas as loan review, market risk assessment, legal compliance,
and/or information technology.

2. If an external firm is engaged – The Board shall approve the engagement terms and the scope of the
procedures performed, and review the independence of the external auditor annually. The directors shall
perform due diligence on the relevant experience and competence of the independent auditor and staff
carrying out the work.


The external audit engagement letter must meet the requirements set forth in the 2003 Interagency
Policy Statement on the Internal Audit Function and its Outsourcing.



The directors should determine, and the engagement letter should specify, any additional or specific
external auditing procedures that are warranted for a particular year or several years to cover areas of
particularly high risk or special concern, or areas for which the bank does not possess the internal audit
expertise.

3. If an external firm performs both internal and external audit procedures – the engagement letter should
document that the Board has pre-approved the internal audit outsourcing to its external auditor, and
considered the independence issues associated with this arrangement.


Regulatory guidance reflects the broad principles that audit firms that perform a bank’s internal and
external audit should not audit their own work, perform management functions for the same bank, or
act as an advocate for the same bank.

4. The reasons supporting the above decisions should be supported in the minutes. Significant developments
regarding the external auditing program, such as hiring, changing or terminating an independent public
accountant to perform the external auditing work, should be communicated promptly to the appropriate
supervisory office.
Annual Internal Audit Responsibilities
5. Approve the results and reports of internal and external audits and supervisory examinations during the
year, as well as action taken by management to correct deficiencies and implement recommendations for
improving internal controls. Determine that the report adequately explains the auditor’s findings, and that
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the requirements of all relevant third parties have been met, including regulators and the bank’s bonding
company.


Consider obtaining management's written response to the reports.

6. Approve the planned scope of internal audit activities for the next year as set forth in an annual audit plan.
Ensure that the plan is realistic in design and that overall internal audit activities are efficiently directed
toward areas of higher risk or concern.


The directors and senior management should be confident that the internal audit function
addresses the risks and meets the demands posed by the bank’s current and planned activities, in
combination with other external resources.

7. Periodically monitor adherence to the planned scope of internal audit activities set forth in the annual audit
plan. Any other revisions to the plan should be made as appropriate.
8. Approve the dual reporting relationship of the internal audit manager: i.e. the internal audit manager
is functionally accountable to the Board on issues discovered by the internal audit function, while
reporting to another senior manager on administrative matters.


The Board should weigh the risk of diminished independence against the benefit of reduced
administrative burden, and document its consideration of this risk and mitigating controls. See
Organizational Structure.

9. Approve the scope of coverage and effectiveness of internal control activities – taking into consideration
recommendations made by regulators and internal or external auditors.
10. Evaluate the internal auditor's performance, and ratify management's selection or termination of the
auditor or internal audit manager. Consider feedback concerning the internal auditor's performance from
management and the external auditor.
11. Approve the budget for audit activities, including the internal auditor's salary, training needs and tools.
This may occur as part of approving the bank's overall annual budget.
12. Consider periodically meeting with the internal or external auditors (without management present if
desired) to discuss the results of their audit procedures, and provide an open forum for discussing any other
topic the auditor(s) believe should be brought to the Board's attention.
13. Hold management accountable for resolution of audit and examination findings and
recommendations in a timely manner, and especially following-up on repeat criticisms.
14. Oversee the quarterly regulatory reporting process.
15. Maintain minutes and other relevant records of meetings and decisions that reflect approval and
monitoring of the internal and external audit program and schedule, including Board or committee reviews
of audit reports with management and timely action on audit findings and recommendations.


If an Audit Committee is designated, periodically report Audit Committee activities to the full Board.

16. Review and approve this policy statement at least annually, and any material variances from the policy.
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Role of the Internal Auditor
In order to maintain independence and objectivity, the internal auditor is responsible directly to the Board. The
internal auditor has the full authority vested with the Board to perform audits and investigations of all financial
records, operations, activities, and affairs of the bank.
The internal auditor shall have immediate access to the Board, without prior management approval, if the
circumstances warrant such access. The auditor shall also have access to all examination reports and any
written communication and/or correspondence with the regulatory agencies.
The internal auditor will generally assist the Board in fulfilling its responsibilities to ensure the appropriate
conduct of audit and control activities, specifically including the following:
1. Develop detailed risk-based audit plans and programs. Present, for management and Board approval, an
annual audit plan designed to achieve the bank's overall audit objectives while emphasizing areas of higher
risk or concern for management and the Board, and indicating the general allocation of the overall budget
for major areas.


The annual audit plan should be revised throughout the year to take into consideration changes in the
bank’s activities. Each internal audit report should discuss the status of completion of the procedures
and suggest any necessary revisions to the annual audit plan.



Internal audit procedures will be performed on a one- to three-year cycle. Testing will be performed
annually for higher-risk activities. Lower-risk activities will be audited every 18-36 months, with at
least a brief overview of the status of performance.

2. Carry out audit procedures to efficiently achieve the annual audit plan. Document work performed and
conclusions in audit workpapers or other supportive evidence.
3. Discuss overall audit findings and recommendations with management immediately after completing each
audit area, with the purpose of corroborating the factual accuracy of audit findings and obtaining their
feedback in determining appropriate courses of action.


Disagreements may occur between management and the auditor. Although the auditor should
determine the factual accuracy of their findings with management, they are not required to obtain
their concurrence as to audit conclusions or recommendations.

4. Periodically report audit procedures performed and related findings and recommendations in a timely
manner to management and the Board. Give consideration to management's adherence to planned action
steps and time frames to correct deficiencies and implement recommendations identified in previous
internal and external audit and examination reports.
5. Assist in fostering an understanding of the risk management process and communicating risk management
and control concepts to bank personnel, and participate in or facilitate the identification of major risks and
the development of control procedures for new activities.
6. Maintain the necessary audit proficiency through on-the-job training, self study, seminars, and obtaining
up-to-date audit tools, etc.
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Role of Bank Management
While the internal auditor is ultimately responsible directly to the Board, as a practical matter, he/she will report
administratively to the President. The responsibilities of the President, with the assistance of other bank officers
and/or consultants, include:
1. Oversee the day-to-day efforts and evaluate the overall performance of the auditor, and ensure appropriate
day-to-day supervision of risk management systems and personnel. Provide overall direction concerning
audit procedures and development of work programs.
2. Hold personnel accountable for appropriately conducting their responsibilities, and take timely action to
resolve areas of inappropriate performance or non-compliance.
3. Review audit findings and provide feedback in determining appropriate recommendations. Provide a
response to the audit report, where appropriate, and ensure appropriate action steps and time frames are
established to correct deficiencies and implement recommendations.
4. Oversee correction of deficiencies and implementation of corrective measures identified during the audit
and examination process. Review the quality and efficiency of bank operations and personnel noted during
the audit process.
5. Assist in coordinating all risk management and internal and external audit activities. Management should
follow a risk-based approach to effectively and efficiently allocate bank resources and prioritize
activities.
6. Provide copies of external audit reports and management letters to supervisory authorities and other third
parties as appropriate. Notify the supervisory authorities when an external auditor is initially engaged, and
any subsequent change in external auditors, as appropriate.
Organizational Structure
The regulators acknowledge that in small banks, such as ours, the employee designated as a part-time auditor
also has other operational responsibilities. The regulators state that a bank without a fully independent internal
auditor can ensure that it maintains an objective internal audit function by implementing a comprehensive set of
independent review of significant internal controls.
To maintain independence, the key characteristic of such reviews is that the person(s) directing and/or
performing the review of internal controls is not also responsible for managing or operating those controls,
and should report findings directly to the Board.
Further, the internal audit function should not assume a business-line management role over control
activities, such as approving or implementing operating policies or procedures, including those it has
helped design in connection with its consulting activities.
*

*

*

*
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